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Protecting and using patient information:
the role of the Caldicott Guardian
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ABSTRACT - All patient information is confidential
and must be protected and used appropriately by
all members of the healthcare team. Caldicott
Guardians have a strategic, advisory and facilita-
tive role to ensure that the Caldicott Principles
underpin the approach organizations develop to
protect and use patient identifiable information.
It is essential all staff and students receive appro-
priate training and are aware that the responsi-
bility for protecting and using patient information
lies with the organisation headed by the Chief
Executive and with each individual.
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Confidentiality is central to the trust between
patients and doctors. All patient information is
confidential and must be protected and used appro-
priately by all members of the healthcare team. This
applies not only to clinicians, but also to undergrad-
uate and postgraduate students working in clinical
areas and to those undertaking research. Trusts are
responsible for ensuring that all their staff are aware
of the issues around data protection and confiden-
tiality. The onus rests with medical schools to ensure
confidentiality issues are taught and that students
have understood their implications

Patient identifiable information is any information which allows
identification and access to a patient

Patient identifiable information should only be used when absolutely
necessary and the minimum required should be used

Access to patient identifiable information should be on a strict need-to-
know basis and everyone must understand their responsibilities

Password protection of a computer is not sufficiently secure to protect
non-anonymised data

Caldicott Guardians have a strategic role in developing a security and
confidentiality policy, as well as responsibility for agreeing and
reviewing protocols governing the protection, use and transfer of
patient identifiable information
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The Caldicott Report

The Caldicott Committee’s report contains six

principles which underpin the approach that NHS

organisations should develop regarding protecting

and using patient identifiable information:!

o Justify the purpose(s) for using patient
identifiable information.

e Only use it when absolutely necessary.

e Use the minimum that is required.

e Access should be on a strict need-to-know basis.

e Everyone must understand their responsibilities.

e Understand and comply with the law.

This means that proposed uses or transfers of
patient identifiable information should be scruti-
nised and continuing uses regularly reviewed. Patient
identifiable information should not be used unless
there is no alternative, and each item of information
should be justified, with the aim of reducing identi-
fiability. Access to patient indentifiable information
should be restricted to those staff who have a justifi-
able need to know in order to effectively carry out
their jobs! and their access should be limited to only
that which they need to see. Action should be taken
to ensure that both clinical and non-clinical (for
example NHS secretaries) staff are aware of their
responsibilities to protect patient confidentiality.
Someone in each organisation, usually the Caldicott
Guardian (see below), should be responsible for
ensuring that the organisation complies with the
legal requirements.

Caldicott Guardian

The Caldicott Committee’s report on the Review of
Patient Identifiable Information highlighted the
patchiness of compliance with the full range of confi-
dentiality and security requirements across the NHS.
They recommended that raising awareness of these
important issues could be facilitated, and to a degree
managed, through the development of a network of
organisational guardians (Caldicott Guardians). The
Caldicott Committee recommended that other
organisations which shared NHS patient information
should nominate a senior officer to be a Caldicott
Guardian. The person specification for Guardians
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within NHS institutions was outlined in HSC 1999/012.2 They
should be, in order of priority:

e an existing member of the management board of the
organisation

e asenior health professional

e an individual with responsibility for promoting clinical
governance.

The Caldicott Guardians were to have a strategic role in devel-
oping a security and confidentiality policy, as well as responsi-
bility for agreeing and reviewing internal protocols governing
the protection and use of patient-identifiable information and
disclosure of patient information across organisational bound-
aries. Essential to the understanding of the Guardian role is an
acceptance that the responsibility for protecting and using
patient information lies with the organisation headed by the
chief executive and with each individual member of staff.

Upon appointment, the Guardian, working with the informa-
tion security officer and other support staff, carry out an audit
of existing systems and procedures relating to confidentiality
and security in the organisation.! This is then used as a baseline
and an improvement plan is developed. At the end of each year
an out-turn report (management audit) is produced to assess
current performance and progress against the improvement
plan. The management audit provides an assessment of the
organisation’s performance and capacity by rating the current
performance from 0 to 2 against 18 headings, which include safe
haven procedures, security monitoring and incidents, reviewing
information flows, staff induction procedures and training pro-
vision. The Caldicott Guardian of each NHS institution,
through their executive board, annually submits the results of
the management audit centrally.

Patient identifiable information

Patient identifiable information (PII) is any information which
allows access to a patient. Such information includes the
patient’s name, address, postcode, date of birth, NHS or medical
records number, and should be removed when data are used for
teaching or research. PII must not be stored on a personal com-
puter; patient information held on a computer must be
anonymised. If it is necessary to identify a particular subject,
then a unique study number should be given. Password protec-
tion of a computer is not sufficiently secure to protect non-
anonymised data.

Sharing patient identifiable information

Sharing patient information within and between partner insti-
tutions can be vital to the provision of coordinated care to an
individual. It is essential, therefore, that institutions have a
framework for the secure and confidential sharing of informa-
tion between agencies, which meets the needs of service users
and is in accordance with national and local policies and legisla-
tive requirements. Key legislation includes the Data Protection
Act 1998, Access to Health Records Act 1990, Crime and
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Disorder Act 1998 and the Common Law Duty of Con-
fidentiality. The duty of confidentiality requires that unless there
is a statutory requirement or other legal reason to disclose infor-
mation that has been provided in confidence, information
should only be disclosed for the purposes that the subject is
aware of and for which s/he has given consent.

Consent to share patient identifiable information

Express consent is usually needed for information sharing but
not when it is required for activities directly contributing to the
diagnosis, care and treatment of an individual. If it is for the
benefit of the patient, information can be shared within the
multidisciplinary team caring for the patient, but this does not
extend to research or teaching or to unqualified members of the
clinical team. NHS Trusts, therefore, need to have policies
regarding undergraduate students and access to medical records.
Patient information can be shared without express consent
when justified in the public interest; the courts decide on a case-
by-case basis what is in the public interest. It is possible to share
information without express consent if the purpose is to prevent
serious harm to the physical or mental health of any person or
to prevent or enable detection of a serious crime. Express con-
sent is required if information which identifies the patient is
used for research, teaching, financial or other management
activities. This, for example applies to putting patient identifi-
able information on a computer (even with encryption) in a
database which will be used for examinations or audits.

When seeking consent, it is important to understand who is
able to take a decision on behalf of another person. The general
rule is that no other person can consent on behalf of an inca-
pacitated adult. The test for capacity includes that the person:

e understands the reasons why there has been a request to
share information

e can retain the information

e can weigh up the information and come to a decision.

Children can give consent if they are less than 16 years of age
but assessed to be Gillick competent, that is of sufficient matu-
rity, intelligence and understanding to weigh up the factors and
fully appreciate their decision. Consent can be given on their
behalf, if they are deemed not to be Gillick competent, by an
appointee of the court or a person with parental responsibility,
that is the mother or the father if he is married to the mother
even if they have later been divorced or if not married to the
mother has been given formal responsibility via the mother or
the court.

Transfer of patient identifiable information

It is essential that adequate precautions must be taken to ensure
confidentiality, for example the NHSNet protocol and encrypt-
ing Internet email. Sensitive mail,* which would have been deliv-
ered by hand, should not be sent by email. All faxed information
should be subject to Safe Haven procedures, which have been set
up in the NHS to ensure that confidential patient data can be
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transmitted and stored securely. The Caldicott Guardian must
make certain that protocols are in place to ensure that transfer of
patient identifiable information is only done appropriately.
Locally, this has involved the development of a proforma on
which all requests are made to the Guardian and his/her com-
mittee. On the proforma, applicants must detail of the nature of
information they wish to transfer, with justification for each
item. Completing this formal process has helped to minimise
the amount of patient identifiable information transferred, by
pointing out that at least some of the information was unneces-
sary for the purpose requested.

Teaching clinicians about confidentiality

Confidentiality issues can be presented in the clinical context
through discussion between junior staff and supervising med-
ical staff. This might make formal teaching unnecessary, but that
assumes that clinical teachers fully understand confidentiality.
The NHS Trust Caldicott Guardians, in completing their annual
management audits, report whether systematic assessment of
staff training needs occurs, if in-house training is provided, and
whether the training has been evaluated.

When this exercise was initially undertaken locally, it revealed
that while all new staff received information about Caldicott and
Data Protection issues, existing staff did not. A survey of consul-
tant staff revealed that, although 96% were aware of the Data
Protection Act 1998 with an adequate/operational level of
knowledge, only 58% were aware of the Caldicott report, and
they rated their mean level of knowledge of the report as little or
none. Yet 88% of the consultants held some form of patient iden-
tifiable information electronically, and these consultants were
more likely to indicate that they had training needs (p = 0.031,
Chi square test). Fifty six per cent held patient identifiable infor-
mation on computer for research purposes and were significantly
more likely to store data off-site (p = 0.0006), the obvious cul-
prits being portable computers! As a consequence of the results
of the survey, training days given by the Caldicott Guardian, Data
Protection Officer, Patient Information Lead, were initiated for
all levels of staff.

Teaching students about confidentiality

Medical schools must ensure confidentiality issues are taught
and, by assessment, determine whether their students have
understood their implications. This process can be facilitated by
appointment of a medical school Caldicott Guardian, who can
also link with the NHS Guardians of partner trusts. Recent grad-
uates should be adequately prepared in confidentiality issues
during their undergraduate course, but this cannot be assumed
and it is important to ensure that confidentiality issues are cov-
ered in the induction courses for pre-registration house officers.
All registered doctors receive a set of the GMC guidelines book-
lets; the two particularly referring to confidentiality issues are
Good medical practice® and Confidentiality and protecting and
providing information.* Senior postgraduate students, however,
frequently come from a variety of backgrounds and may not
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have had sufficient exposure to teaching on confidentiality
issues. Postgraduate students at Guy’s, King’s and St Thomas’
were therefore informed of the issues by incorporating a confi-
dentiality statement into the postgraduate handbook. The state-
ment was a simple declaration of confidentiality issues in rela-
tion to clinical practice, teaching and research, and included
patient clerking, course projects, assessments and general
behaviour within and outside the medical school and NHS envi-
ronment. A sample protocol from the Caldicott Report was used
in developing the statement. The confidentiality statement had
been drafted with reference to current teaching materials,>¢
guidance from accredited professional bodies>*” and a literature
search. To determine whether the information given on confi-
dentiality had been assimilated, questions were incorporated
into the documentation completed with each student by a
higher degrees coordinator at their annual assessment.

Confidentiality and disciplinary issues

For NHS employees, breaches of confidentiality constitute pro-
fessional misconduct, which is subject to the disciplinary code of
the employing Trust. Guidance from the General Medical
Council (The management of doctors with problems: referral of
doctors to the GMC’s fitness to practice procedures®) states that
most performance, conduct or health problems are best handled
locally. If the alleged offence may constitute gross (personal)
misconduct, including improper disclosure of confidential
information, then the guidance indicates that particular consid-
eration should be given to reporting it to the GMC. Initial
breaches by students may be managed as a formative educa-
tional experience by the dean of medical school, but the student
should be warned of the consequences of further breaches — the
maximum penalty being exclusion. The severity of the max-
imum penalties emphasises the importance given to respecting
patient confidentiality.!
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